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1 EdgelLock SE05x for sensor data protection use case

As loT becomes more and more connected, data are captured everywhere through
different kinds of sensors. These data are analyzed in the backend or cloud and
potentially trigger actions on different actuators. Often these sensors are in distributed
sensor networks without direct human control; for instance, a wind turbine that stops in
case sensors detect a wind becoming too strong. As such, these sensors and sensor
data become an interesting entry point for hackers through manipulating sensor data or
even remotely manipulating the sensor itself. Therefore, companies need to take care
that these data cannot be manipulated and that a remote attack on the sensor data is
detected for reliability.

Unprotected sensor data passed and handled inside an MCU is a potential security
thread as the sensor data can be manipulated when there are no cryptographic integrity
measures. We can majorly improve on this aspect with the use of a dedicated security IC
like the EdgelLock SEQ05x.

The EdgelLock SE05x is designed to be used as a companion chip to any type of MCU
or MPU and sensors can be directly connected to it using an I°C master interface as
depicted in Figure 1:
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Figure 1. EdgeLock SE05x block diagram

The EdgelLock SE05x allows you to set up a secure, end-to-end connection from the
secure element connected directly to the sensor or actuator to your local loT gateway or
cloud-based service, protecting the interface between the sensor and the security IC. As
such, EdgelLock SE05x helps you to provide a higher level of security in your loT system
by:

* Preventing remote data manipulation: The data extracted by the sensor is collected
directly by the secure element which adds a cryptographic integrity protection layer.

» Authenticating the sensor: The system authenticates the sensor data and adds a
proof of origin for the data to come from a specific IoT device.
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* Providing end-to-end security on the communication channel: The data collected
from the sensor can be encrypted and securely transferred to your gateway or cloud for
further treatment and analysis.
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2 EdgelLock SE05x hardware integration

AN12449

21

The EdgelLock SE05x works as an auxiliary securlty IC attached to a host MCU using an
I°C interface. The host MCU represents the | °C master and the EdgelLock SEQ5x is the
slave in the 1°C bus.

Besides the mandatory connection to the host MCU, a sensor node or similar element
can be connected to EdgeLock SE05x using an additional | 2C interface. In this case, the
EdgeLock SE05x is the 1°C master while the sensor node must operate as the slave in
the I°C bus. This interface features a maximum clock rate of 400 kHz.

This section gives insights into the integration of EdgeLock SE05x in your loT sensor
nodes from a hardware perspective. It includes:

e EdgelLock SE05x pinout description
e EdgelLock SE05x application circuit
¢ How to connect an external sensor using the OM-SE050ARD board.

EdgeLock SE05x pinout description

The Edgelock SE05x is delivered in a HX2QFN20 flat package (SOT1969-1) of 20
pins and dimensions of 3x3x033 millimeters. The SE_101 and SE_IO2 pins are used
as the SDA and SCL lines respectively for the 1°C master interface. Figure 2 shows the
EdgelLock SE05x package pinout description and highlights in green the location of the
SE_101 and SE_IO2 pins.
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Figure 2. EdgelLock SE05x pinout description
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Table 1 provides a description of the pins in the EdgeLock SE05x package. The pins
related to the I°C master interface used for sensor connection have been intentionally
highlighted in bold.

Table 1. EdgeLock SE05x pin description (HX2QFN20)

Pin |Symbol Description

1 ISO 14443 LB ISO14443 antenna connection

3 SE_lO1 ISO 7816 101, GPIO or I°C Master SDA

9 |I’C_SDA I°C slave SDA

10 |I°C_SCL I°C slave SCL

11 ENA Input for power switch between Vin and Vout (high=on)
12 |VIN Power supply for power switch, 102, SDA and SCL.

13 |ISO 7816 CLK ISO 7816 clock input (not active in 1’c mode)

14 |ISO 7816 RST_N |ISO 7816 reset input low active (not active in 1’c mode)
15 |VOUT Power switch output (connect to Vcc)

16 |SE_lO2 1SO7816 102, GPIO pad or I2C Master SCL

17 |1SO 14443 LA ISO14443 antenna connection

18 |VCC Core power supply

19 |VSS Ground

EdgeLock SE05x application circuit

EdgelLock SE05x has two power supply domains, referred to as the core domain and the
10 domain and two supply pins, Vcc and Vin. The Vcc supplies the core domain and Vin
supplies the /O domain as depicted in Figure 3. The EdgeLock SEO05x voltage range is
1.8V - 3.6V (it is operable up to 5V but not fully characterized).
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Figure 3. EdgelLock SE05x power supply domains

Figure 4 describes the application circuit to integrate EdgeLock SE05x |nto your loT
sensor. The EdgeLock SE05x is connected to the host MCU using the | 2C slave mterface
(SDA and SCL lines). The host MCU provides the clock and pull-up supply on the | 2C bus
and controls the supply switch via the ENA pin. The EdgeLock SE05x Vin pin is supplied
by the main supply source of the system (Vpp). Vcc is supplied directly by Vout and the
sensor is connected to the |01 and 102 pins with external pull-up resistors, used as SDA
and SCL lines towards EdgelLock SEO05x.
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Figure 4. EdgelLock SE05x application circuit for sensor connection

Sensor

Figure 5 shows another possible architecture where the sensor subsystem is directly
connected to the host MCU and to the EdgelLock SE05x using two different interfaces.
In this architecture, the interface between the host MCU and the sensor can be used for
high data throughput while the interface between the sensor and the EdgelLock SE05x
can be used as the sensor configuration interface. In such case, we can achieve a

low latency data link while still having attested sensor configuration via the secure | 2c
interface with the EdgelLock SEQ5x.
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Figure 5. EdgeLock SE05x application circuit for sensor with two I’C interfaces

2.3 Sensor connection using the OM-SE050ARD board

The OM-SEO50ARD comes with headers and connectors that allow us to access the
EdgelLock SE05x interfaces, including the 1°C master lines to connect a sensor node.
Therefore, we can use this flexible and easy-to-use development kit to evaluate the
EdgelLock SE05x features, build a proof of concept or prototype our loT sensor solution
before going to production.

The EdgelLock SE05x I°C master lines are accessible via the OM-SE050ARD J11
jumper. The J11 jumper is a 10-pin header with male connectors soldered by default in
OM-SEO050ARD. Figure 6 indicates in red the location of the I°C master lines to connect
an external sensor to the OM-SE050ARD.
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Figure 6. OM-SE050ARD I2C master interface connection

Note: J18 must be set to position 1-2 to access SE_102 from J11 header.

Note: 101 and /02 lines can also be accessed from the mounting holes for the DB15
connector.

Note: 102 can also be accessed from Arduino-R3 header J2:8 if J18 is set in posiition
2-3.
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3 Software integration with EdgeLock SE05x Plug & Trust Middleware
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3.1

The Edgelock SE05x Plug & Trust Middleware is a single software stack designed

to facilitate the integration of EdgeLock SE05x into your host MCU software. This
middleware has built-in cryptographic and device identity features, abstracts the APDU
commands and communication interface exposed by the EdgeLock SE05x, and it

is directly accessible from stacks like OpenSSL, mbedTLS or other cryptographic
libraries. It also comes with support for various NXP MCU / MPU platforms and can be
ported to multiple host platforms and host operating systems. Figure 7 is a simplified
representation of the layers and components which EdgeLock SE05x Plug & Trust
Middleware is made of:

EdgeLock SE050 enablement

EdgelLock SE050

Figure 7. NXP Plug & Trust middleware block diagram

This section gives insights into the integration of EdgeLock SE05x from a software
perspective. It includes a short overview of the useful functions included in the EdgeLock
SEO05x Plug & Trust Middleware to read and write data from the EdgeLock SE05x | ’c
master interface.

EdgeLock SE05x Plug & Trust Middleware I°’C master API

The EdgelLock SE05x Plug & Trust Mlddleware provides two functions to read and
write data from a sensor connected over the I°C master interface, with or without data
attestation. These two functions are:

* smStatus t Se05x i2c master txn();
* smStatus_t Se05x i2c master attst txn();

The smStatus t Se05x i2c master txn() function allows us to send a number of
bytes to read and to be written from the connected sensor over the EdgelLock SE05x | 2c
master interface.

The smStatus t Se05x i2c master attst txn() function allows us to read
data with attestation, guaranteeing that data is not manipulated by an attacker. Using
this function, data collected from the sensor is signed with one of the secret keys stored
in EdgeLock SEQ5x. This is the recommended function to ensure that sensor is not
manipulated.
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Both the smStatus t Se05x i2c master txn() andthe smStatus t

Se05x i2c master attst txn () expect as a function parameter an array of
commands in a TLV format. This array of commands, or command set, is constructed as
a sequence of TLV instructions described in Table 2

Table 2. EdgelLock SE05x IC master command set TLVs

Instruction TLV-type Description

CONFIGURE 0x01 This TLV type is used to configure the I’c
slave address or the SCL clock (100kHz or
400 Khz)

WRITE 0x03 This TLV type is used to write a number of

bytes in the | 2C master interface

READ 0x04 This TLV tpye |s used to read a number of
bytes from the I°C master interface

The Edgelock SE05x autonomously executes the list of commands received from the
host MCU and responds with the read bytes for the READ TVLs and a return code for the
CONFIGURE and WRITE TLVs commands. In addition, if data is read with attestation,

it responds with a timestamp, a random, the chip unique ID, and a signature over the
previous values concatenated.

Go to Section 4 to learn how to run a source code example that leverages the EdgelLock
SE05x Plug & Trust Middleware I°C master functions to securely read data from a
Sensor.

EdgeLock SE05x Plug & Trust Middleware I°’C master API
documentation
You can refer to the code documentation prowded as part of the EdgelLock SE05x

Plug & Trust Middleware for full details about the | 2C master API. To open the HTML
documentation:

1. Go to the directory where you unzipped EdgelLock SE05x Plug & Trust Middleware
2. Go to simw-top\doc folder,in your EdgeLock SE05x Plug & Trust Middleware package
3. Double click in the index.html file.
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4. A browser with the documentation landing page will be opened. Navigate to 3. Plug
and Trust MW Stack and 3.5 12CM / Secure sensor section as shown in Figure 8

} { MW voz10.02

Plug & Trust MW/

1. NXP Plug & Trust Middleware
2. Changes

3. Plug & Trust MW Stack

3.1. Features

3.2. Plug & Trust MW : Block
Diagram

3.3. Key Id Range and Purpose
3.4. Trust provisioned KeyIDs
3.5. SSS APIs
3.6.

12CM / Secure Sensor
3.6.1. Normal Read/Write
3.6.2. Attested Read
3.6.3. Transaction
3.6.4. Read with Attestation
3.6.5. 12C Master APIs

3.7, Parameter Check & Conventions
3.8. Logging
3.9. Auth Objects

4. Building / Compiling

5. Demo and Examples

6. Plugins / Addins

TOC ~ Page ~ « 3585 Symm. 37. Paramete... »

Functions

smStatus_t Se@5x_i2c_master_txn (sss_session_t *sess, SE05x_I12CM_cmd_t *p, uint8_t noOftags)
Se05x_i2c_master_txn.

12CM Transaction

Pre
p describes 12C master commands.

Post
p contains execution state of I2C master commands, the 12C master commands can be overwritten to report on execution failur

Parameters
* sess[in] : session identifier
¢ p[in/out] : Array of structure type capturing a sequence of i2c master cmd/rsp transactions.
* noOftags[in] : Amount of structures contained in ::p

smStatus_t Se@5x_i2c_master_attst_txn (sss_session_t *sess, sss_object_t *keyObject, SEo5x_I2CM_c.
dom_attst, size_t random_attstLen, SEo5x_AttestationAlgo_t attst_algo, SEo5x_TimeStamp_t “ptime!
h en, uint8_t *chipId, size_t *pchipIdLen, uint8_t “sig

_en, uint8_t *fy size_t *pfr
*psignatureLen, uint8_t noOftags)
Se05x_i2c_master_attst_txn.

12CM Read With Attestation

Pre

p describes I2C master commands.

Post
p contains execution state of I2C master commands, the I2C master commands can be overwritten to report on execution failur

Parameters

7- CLI Tool * sess[in] : session identifier

8. Appendix * keyobject[in] : Keyobject which contains 4 byte attestaion KeyId

. . 2
Figure 8. EdgelLock SE05x Plug & Trust Middleware I"C master API
documentation

On the other hand, if you are interested in the low level APDU commands to operate
the I°C master interface of EdgeLock SE05x, you can refer to AN12412 - SE050 APDU

specification document.
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4 Running the EdgeLock SE05x secure sensor demo

4.1

AN12449

The EdgelLock SE05x Plug & Trust Middleware package includes a project example that
demonstrates how to leverage EdgelLock SE05x to protect data from a security-sensitive
sensor. In this demo, we use one OM-SEO50ARD board and two FRDM-K64F boards.
One of two FRDM-K64F is used as the host MCU towards the EdgeLock SE05x, the
second FRDM-K64F board is used as an accelerometer sensor as shown in Figure 9.

Security IC

(OM-SE050ARD]) Accelerometer

(Sensor board)

Host MCU board
(FRDM-K64F)

&TRUST

Secure OS (JCOP 4)

Cloud service
provicer

12C master

R e —

I2C slave
(% Host
\ MCU / MPU e
2

Figure 9. EdgeLock SE05x secure sensor demo setup

The steps required to run the project example that demonstrates how to read data from a
sensor connected to EdgeLock SE05x security IC are:

Get the required hardware.

Download FRDM-K64F SDK.

Flash the software in the sensor board (FRDM-K64F).

Configure OM-SE050ARD jumper settings.

OM-SEO050ARD connection with the host MCU board (FRDM-K64F).
OM-SE050ARD connection with the sensor board board (Accelerometer).
Import the project example in MCUXpresso workspace.

Build and run the secure sensor project example.

® NSOk wN =

Hardware required

The hardware required to run the project example that demonstrates how to read data
from a sensor connected to EdgeLock SE05x security IC is:
1. One OM-SE050ARD board

Table 3. OM-SE050ARD development kit details
12NC
935383282598

Content Picture

EdgelLock SE050
development board

Part number

OM-SE050ARD
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2. Two FRDM-K64F boards

Table 4. FRDM-K64F details
Part number 12NC Content Picture
FRDM-64F 935326293598 Freedom

development platform

for Kinetis K64, K63
and K24 MCUs

4.2 Download and install the FRDM-K64F SDK

The sensor data protection project example is included as part of the FRDM-K64F SDK.
Install it to your workspace as shown in Figure 10

1. Download the FRDM-K64F SDK, publicly available from the NXP website.

2. Drag and drop the FRDM-K64F SDK zip file in the Installed SDKs section in the
bottom part of the MCUXpresso IDE.

3. Check that the FRDM-K64F SDK is installed successfully.

= ) SOK Import Wizsrd

File Edt Navigste Search Project Configools Run Analys

[w] @-iBixn © Please select a board

2 Project... 28 =g .Board and/or Device selection page

~ MIMXRTI0S0
MIMXRTI0520008

() Installed SDKs 52 | [C] Properties (2] Problems &1

O Qui.. 8 0=Vari.. 9 Outl.. % Bre.. ®=Go.. = O
- @ Installed SDKs

IR MCUNpresso I - QuickstartPane To install an SDK, simply drag and drop an SDK (zip fle/fol
8 No project selected Name

Selected Device: SDKs for selected | 4 & SDK 2.x_EVKB-IMXRT1050

TargetCore:  cm? Nome 45 SDK_2.x_FRDM-KB4F. ‘-

Description: MIMXRTI052: i.MX® MIMXRTI052 600MHz, 512KB SRAM Microcontrollers 4 SDK_2.x_EVKB-II &3 SDK_2.x_LPCXpresso! 55569
(MCUs) based on ARM® Cortex @-M7 Core. T

@

Figure 10. Import FRDM-K64F SDK version

Note: For more detailed instructions on how to install it the FRDM-K64F into our
MCUXpresso workspace, refer to AN12396 - Quick start guide with FRDM-K64F.

4.3 Flash the software in the sensor board (Accelerometer)

We use the I°C interface of the FRDM-K64F board to read out data from the
accelerometer sensor. Therefore, we need to make sure that the FRDM-K64F is not
running any firmware that may make use of the I°C bus. The EdgelLock SE05x Plug &
Trust Middleware includes a binary file we can flash into FRDM-K64F to make sure that
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board behaves as expected for this demo. To flash this binary file, follow

1. Unplug and plug again the USB cable to the OpenSDA USB port as shown in

Figure 9:

° Unplug

Figure 11.

-

OpenSDA port &3

[ ]e~

G ]

OpenSDA port

Unplug and plug OpenSDA port of FRDM-K64F

2. When you plug the board, your laptop should recognize the board as an external drive
as shown Figure 12:

- ﬂ v Drive Tools FRDM-K64FD (E:)
Home Share View Manage
A > FRDM-K64FD (E) «
=~
A Name Date modified Type Size
7 Quick access N
|=] DETAILS.TXT 3/ )16 4:30 PM Text Document 1KB

fa MobileKnowledge [¢] PRODINFO.HTM 3 164:30PM  HTMFile 1KB
v [ ThisPC

_J 3D Objects

I Desktop

72 VR

Figure 12. FRDM-K64F drive

3. Go the folder with the binary file to be flashed for this demo. This can be found in
simw-top\demos\se05x\ex i2cMaster folder of the EdgeLock SE05x Plug &
Trust Middleware as show in Figure 13:

| M = | ex_i2cMaster
Home Share View
<« v A » ThisPC » OS(C:) » se050_middleware > simw-top > demos > se05x » ex_i2cMaster
Name Date modified Type Size
s+ Quick access .
|=| CMakelLists.txt Text Document 1KB
fa MobileKnowledge 7)) ex_i2cMaster.c C File 7KB
N ‘z This PC J ex_i2cMaster_with_Attestation.c C File 14KB
|| frdmk64f_nop_wfi.bin BIN File 5KB
«= FRDM-KB4FD (F:) 8] i2cm-accelerometer-k64f-photo.png PNG File 866 KB
& i2em- KB4f-wiring. X 0K
. USB Drive (D) T] i2cm-accelerometer-k64f-wiring.png PNG File KB
|§| 12C-Master-operation.png PNG File 21KB
& Network 7 readme.rst RST File 4KB

Figure 13. Find the binary file for the sensor board
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4. Drag and drop or copy and paste the frdmk64f nop wfi.bin binary the FRDM-
K64F drive from your computer file explorer as shown Figure 14:

- | = Drive Tools ~ FRDM-K84FD (E:)
Home Share View Manage

4 == > FRDM-K64FD (E:)

L) Name Date modified Type Size
# Quick access
|=] DETAILS.TXT 3/22/2016 4:30 PM Text Document 1KB
fi MobileKnowledge [2] PRODINFO.HTM 3/22/2016 430 PM  HTM File 1KB
v [ This PC \
J 3D Objects
I Desktop
%) Documents

‘ Downloads frdmk64f_nop_wfi.bin

Figure 14. Drag and drop frdmk64f nop_ wfi.bin binary file for the sensor
board

4.4 Configure OM-SE050ARD jumper settings

We use the Arduino headers to connect the host MCU board to the OM-SE050ARD and
the J11 header to connect the sensor board in our setup. The jumper settings to enable
the 1°C slave interface over the Arduino header and the 1°C master interface over the J11
header are shown in Figure 15:

GND 3.3V
200909com|feo) H
—— oD 3v3 100" 1@ 25
. I Nx. 24 Se o onac2
b .%‘gomi 2 _3?05 JT1
B 2 1
. L 15
o 12O R e e ™
. . . = .
® 3@ U1 ¢ .:|1 ®
S e = o o e Vour ®
=]
x a® o=~ 2| @ F: aK
S S SO e 5 ‘¢! ®
.. 3l - || J28 Jat g3z 31:!.]‘.1.
® ° b ‘E ol J9 ﬁ [ SE_I02 (SCL)
@ - %]!I = : 3 101 [ SE_IO1 (SDA)
; g =l SEN @
- = bl =
. 1 Jo!
S A . =KL
@ dEEmnooms9  RIHOEN o o
@me] b TP, 0w 0015 e
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Figure 15. Demo OM-SE050ARD jumper configuration

Table 5 details the jumper settings for the configuration of the OM-SE050ARD 1°C master
interface in J11 header.
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Table 5. Jumper settings for EdgeLock SE05x in I2C master mode

Jumper Configuration Comment

J6 Set to 1-2 Contactless operation disabled
(Default)

J7 Set to 2-3 Contactless operation disabled
(Default)
J9, J10 Set to "Closed" |Setto “Closed” to enable pull-up resistors for 1’c
master signals SE_IO1 and SE_lO2 (if IOT sensor board
not already provides pull-up resistors).
J12 Set to 2-3 SE_RST routed to ARD_RST on J1:3
(Default)

J13 Set to 2-3 SE_ENA setto ARD_ENA on J1:6
(Default)

J14 Set to 1-2 Routed to Vpp supply voltage (Default)
(Default)

J15 Set to 3-4 I2C_SDA routed to ARD_SDA_R3 (J2:9)
(Default)

J16 Set to 2-3 VDD as SE_V|N
(Default)

J17 Set to 3-4 I2C_SCL routed to ARD_SCL_R3 (J2:10)
(Default)

J18 Set 1-2 (Default) |SE_IO2 to pin 9 of header J11

J19 Set to 2-3 Vpp=3.3V supply voltage from Arduino-R3 voltages
(Default)

J24 Set to 1-2 No input LDO
(Default)

J25, J26 Do not care Dummy jumpers

J37, J38 Set to 3k3 pull-up resistor for I°C standard mode
“Open” (Default)

4.5 OM-SEO050ARD connection with the host MCU board (FRDM-K64F)

One of the FRDM-K64F boards is used as host MCU with the EdgeLock SE05x as a
companion security IC attached to it. We can connect the OM-SE050ARD board on
top of the FRDM-K64F board using the Arduino connectors available in both boards as
shown in Figure 16.
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OM-SEO050ARD board FRDM-K64F board

/|

Arduino male
connectors

Figure 16. Mounting the OM-SE050ARD with the host MCU board

4.6 OM-SEO050ARD connection with the sensor board (Accelerometer)

We use the accelerometer embedded in the FRDM-K64F as the sensor for this demo. As
such, we need to connect the second FRDM-K64F board to the I°C master interface of
the OM-SEO050ARD. For that, we wire the FRDM-K64F and OM-SE050ARD boards as
shown in Figure 17

J2:18 12C Master SDA
J2:20 12C Master SCL
D : 0
J11:9 '
‘ 2
Ji: || oOXN e
o L]
*s
o’
@
J3:8 J3:12 GND J8:4 J8:6
Sensor board e Host board
(Accelerometer) (OM-SE050ARD and FRDM-K64F)
Figure 17. OM-SE050ARD connection with the sensor board

Table 6 shows the detailed connection between the OM-SE050ARD and the FRDM-K64F
acting as a sensor.

Table 6. List of necessary connections between boards

Description OM-SE050ARD board FRDM-K64F (Sensor

I°C Master SDA J11:9 J2:18

I°C Master SCL J11:8 J2:20

Vce (3.3V) J8:4 J3:8

GND J8:6 J3:12
AN12449 Al information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. Al rihts reserved.
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4.7 Import the project example in MCUXpresso workspace

The FRDM-K64F SDK includes two source project examples called ex i2cMaster
and ex i2cMaster with Attestation thatread the accelerometer data via the
EdgelLock SE05x I°C master interface with or without data attestation respectively.

Import any of the two to your MCUXpresso workspace as shown in Figure 18:

1. Click Import SDK examples from the MCUXpresso IDE quick start panel.
2. Select se hostlib se05x ex i2cMaster project

example and click the Finish button (or alternatively, select

se hostlib se05x ex i2cMaster with Attestation).
3. Check the project is now visible in your MCUXpresso workspace

Note: For detailed instructions on how to import project examples from FRDM-K64F
SDK, check AN12396 - Quick start guide with Kinetis K64F

= B8 0K Import Wizard o x B workspace - Welcome page - MCUXpresso IDE
dit Novigate Search Project Configlools Run Analys ' € File Edit Navigate Search Project Configlools Run Analysi
[ v K- @-iDin| i il be copi A/ | O & & @-iQin|
Ifyou want o use lnked file, plesse unzip the ‘SDK 2. FROM-KS4F* SOK.
&5 Project .. 32 . =g .""P"""""’E"’ o Project ... 52 =]
- Project name prefx: | frdmkedf Project name suffix: v (S frdmk4f_se_hostib_se0Sx_ex_i2cMaster <Debug>
© Project Setings
Use defau ) Includes
c cuments\MCUXpressolDE_11.0.0_2516\workspace\frdmh4f @ cmsis
5 board
Project Type Project Options 2 component
B devi
@Chuie G Prjet i liay  Cov SucLibay SOk Debug Consle OSerihost ©UAT ( Gampe 0 devee <=3
Copy source
2 libs
Dimport ther fles @ rbeds
= & mmcau
k) (2 se hostib
8 source
Vers B startup
2 utilities
& doc
[m}
[m}
o
o
im| H Qui.. & e
O Qui. 5 |@=Veri. S5 Outl.. O Bre. W:Go. < O o ORI =
a
el 2 MCUX, IDE - Quick P 1]
0 - presso uickstart Panel
- MCUXprasso IDE - Quickstart Panal (= 1| | BED project:framkedt_se_hostlib_se0Sx_ex_i2cMaster [Debu
156 No project selected =
~ Create or import a project [m] RAC
o
° @= -
& Import project()from file system
< >
~ Build your project B Yok project
. & Build
ﬂ ] o Clen
v e = || = =]

4.8 Build and run the secure sensor project example

The EdgelLock SE05x Plug & Trust Middleware includes two source code examples
called ex i2cMaster w1th Attestation and ex i2cMaster thatread the
accelerometer data via the I°C master interface with or without data attestation
respectively. To configure the cmake project frdmke64f project to execute these
source code examples, follow these steps:

AN12449 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

Application note Rev. 1.3 — 6 July 2021
546813 19/25



https://www.nxp.com/docs/en/application-note/AN12396.pdf

NXP Semiconductors

AN12449

AN12449

Sensor data protection with EdgeLockTWI SE05x

Connect the Host board (OM-SEO50ARD and FRDM-K64F) the computer through the

OpenSDA debug USB port as shown in Figure 19.

AsnuLeEmD

Quv05035-H0

J2:18 12C Master SDA D
J2:20 1°C Master SCL OpenSDA debug
USB connector
okb J11:9
J11:8
J3:8 J3:12 GND
Sensor board Yelian Host board
(Accelerometer)
Figure 19. Connect the Host board to the computer.

R
)
°
)
°
o
]
o,

“ecc0000 O

(OM-SEO050ARD and FRDM-K64F)

Open TeraTerm and establish a serial port connection, as shown in Figure 20. When
we execute the project, the data read from the accelerometer will be displayed in this

TeraTerm serial port.

@

File Edit  Sell Tera Term: New connection X

OTCPIP Host: myhost.example.com

History
Service: () Telnet ez 22
SSH

Other

SSH version: [SSH2

Protocol: [UNSPEC

® Serial Port: [COM3: Intel(R) Active Management Te |

Figure 20. Configure Tera Term.

Tera Term: Serial port setup

Port:
Baud rate:

Data:

Stop:

Flow control:

Transmit delay

Iﬂ_l msec/q

X
Cancel
Help
19200
38400
msecfline

921600
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3. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume to allow the software to continue its
execution as shown in Figure 21

(B8 workspace - frdmk64f_se_hostlib_se05x_ex_i2cMaster/se_hostlib/sss/ex/inc/ex_sss_main_inc.h - MCUXpresso IDE - o X
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRIOS Window Help
o & & e-@in|plimrze (PO BRDRIC ISP A -0 - Q~i® Bl YDy
Quick A A A
& Project... 53| B, Periphe... [ilfRegisters %5 Faults = PN %5 Debug 53 # v=0
=k v (BB frdmk64f_se_hostlib_se05x_ex_i2cMaster LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application] %
S framk64f_se_hostlib_se0Sx_ex_i2cMaster o v iE k64f_se_hostlib_se05x_ex_i2cMaster.axf [MK64FN1MOxxx12 (cortex-md)]
@ Project Settings ® Thread #1 1 (Suspended : Breakpoint)
£ Binaries = main() at ex_sss_main_inch:114 0x5630 v
(i) Includes R =)
3 cmsis [B ex_sss_main_inch 52
@ board s ex_sss_main_ksdk_bu(); ~
Hendif
LOG_I(PLUGANDTRUST_PROD_NAME_VER_FULL);
@ libs 119 #ifdef EX_SSS_BOOT_PCONTEXT
@mbeds | 126 memse T((EX_S55_BOOT_PCONTEXT), @, sizeof(*(EX_SSS_BOOT_PCONTEXT)));
=4 #endif
3 mmeau
v @ se hostiib status = t_connectstring(arge, argy, Sportiiane);
& demos s if (ksta cess 1= status) {
& hostlib s 106_ connectstring Failed");
goto cleanup;
¢
#i defined(EX_SSS_BOOT_SKIP_SELECT_APPLET) 8& \
(EX_SSS_BOOT_SKIP_SELECT_A
¥ (PCONTEXT)->5e05x oven ctx 1: V
>
|
= B Console 52 = &
L] iR FE O -O-
A frdmk64f se hostlib_seDSx_ex i2cMaster L g [C/Co+ (NXP. MCU Appl ]  se_hostlb_seDSx_ex_i2cMaster.axf

[MCUXpresso Semihosting Telnet console for 'frdmk64f_se_hostlib_se@Sx_ex_i2cMaster LinkServer Debug’ started on port 55120 @ 127..0.1]

Figure 21. Run sensor data protection project example

4. The accelerometer data is now displayed in the TeraTerm window. Move the
FRDM-K64F board acting as a sensor in different directions to observe how the
accelerometer coordinates change in the TeraTerm window, as shown in Figure 22

¥ Tera Term - [disconnected] VT - O X
File Edit Setup Control Window Help

RN :Communication channel is Plain.
0

RN :?*¢N

*Not recommended for production use.???

Figure 22. Tera Term logs reflect the change in the orientation of the Sensor
FRDM-K64F.
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