
1 Introduction
This application note introduces the OTA progress based on the Alibaba Cloud
IoT platform on the i.MX RT10XX series platform.

Secure Bootloader (SBL) is a second bootloader tool designed by the MCU SE
team for the i.MX RT platform. SBL helps users to start the program safely.

Secure Firmware (SFW) is a project created based on FreeRTOS. Firmware
is generated to cooperate with SBL to achieve a complete FOTA process. The
Alibaba Cloud IoT platform OTA in this document is a part of SFW. SFW also
supports U disk, SD card, and OTA upgrade of AWS platform.

2 Development platform
The Alibaba Cloud-based OTA is developed for all EVK boards (with Ethernet ports) of MIMXRT10XX series. The cloud platform
we use is Alibaba Cloud and we use Alibaba Cloud C Link SDK 4.0.0 as the device-side SDK.

3 Configuring Alibaba cloud OTA upgrade code

3.1 Creating device in cloud
To implement the OTA upgrade of the Alibaba Cloud IoT platform, transplant the C Link SDK provided by the Alibaba Cloud IoT
platform (Alibaba Cloud C-SDK 4.0.0 is used for this migration) into the project first. Log in to Aliyun Internet of Things platform,
enter the public instance section, and create your own product.

Figure 1. Creating device in cloud (I)
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Figure 2. Creating device in cloud (II)

This example only realizes the OTA function of the i.MX RT platform, so no special requirements are required for the product
category. Select any one in Category, Direct Connect Device for Node Type, Ethernet for Networking Mode, and keep default
values for other options.

NXP Semiconductors
Configuring Alibaba cloud OTA upgrade code

Alibaba Cloud OTA on i.MX RT Platform, Rev. 0, 30 August 2021
Application Note 2 / 15



Figure 3. Creating device in cloud (III)

After completing the product creation, create the required equipment under the corresponding product. If you are not familiar with
the Alibaba Cloud IoT platform, see Alibaba Cloud IoT Platform Getting Started-Quick Start for public examples. So far, we have
obtained the triples: ProductKey, DeviceName, and DeviceSecret. They are very important for i.MX RT devices to connect to the
Alibaba Cloud IOT platform.

3.2 Configuring device-side C-SDK
After creating the product and device, port the Link SDK of the Alibaba Cloud IoT platform to our device. In Public Instance, click
Documents and Tools at the bottom of the left, select SDK Customization in Device Access SDK, and customize the SDK, as
shown in Figure 4. Click Start Generation to download the C-SDK.
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Figure 4. Configuring device-side C-SDK

For an easier modification later, add the following to the original project file.

• The core, OTA folder, and certificate ali_ca_cert.c file in the external folder to be used in the downloaded C-SDK package

• freertos_port.c in the portfiles folder

• fota_basic_demo.c in the demos folder

The core module of C-SDK is stored in the core folder. It includes the functions of MQTT on the cloud. If you only connect to the
cloud and do not need high-level capabilities such as OTA, it can be used. The OTA folder is a high-level function of the Alibaba
Cloud IoT platform. After the device integrates the OTA capability in the C-SDK, upload the new firmware in the console and push
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the firmware upgrade message to the device. The device can be upgraded online. In this example, the flow chart of OTA upgrade
is as shown in Figure 5.

Figure 5. OTA upgrade flow chart

The ali_ca_cert.c file in the external folder is the root certificate used to verify the MQTT server. The freertos_port.c file in
the portfiles folder is a set of interface functions implemented in C language, called for the underlying software and hardware
resources of the current IOT device. When the C-SDK is ported to embedded devices running different OSs, corresponding
modifications are required. To obtain the OTA function, modify the fota_basic_demo.c file in the C-SDK example.

3.3 OTA upgrade program
In the OTA function, pay attention to the following items:

1. Version number of the current firmware

During the OTA upgrade process, the cloud must verify the current firmware version number. If the firmware version
needs to be upgraded, it sends an upgrade request and the upgrade package URL to the device and the OTA upgrade
can continue.

2. Download the firmware at one time

The callback function, user_ota_recv_handler(), contains preparations for downloading the firmware. The default
download method of Alibaba Cloud C-SDK is two-stage download. During the development process, the two-stage
download was unstable. I changed to download the entire firmware at one time and the download succeeded.

3. Erase the flash
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After receiving the MQTT message of the OTA upgrade on the device side, it downloads the new firmware and the device
side is burned to the designated flash location. Before that, wipe the area first.

4. Burn the downloaded firmware to the flash, download in sections, and save each section one by one.

For details of other areas that can be changed, see Alibaba Cloud C-SDK.

4 OTA demo
The Alibaba Cloud OTA upgrade project cooperates with the SBL project. The platform is i.MX RT1064EVK. It uses Ethernet to
connect to the network and users can also configure the wireless module to connect to the network.

1. Modify the current version and generate the bin file.

Modify the current version in IAR to 1.0.0 and 1.4.0. Generate the corresponding bin files. The IAR project is used as an
example here.

2. In SBL project, use the signature script to add the header signature operation of the bin file.

Copy the two bin files generated in Step 1 to the sbl/component/secure/mcuboot/scripts folder in the SBL project and use
PowerShell to sign the two bin files.

3. Create OTA task.
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On the cloud console page, in the monitoring operation and maintenance under the public instance, select OTA upgrade.
Click Add Upgrade Package to add the upgrade package, enter the upgrade package name, and select the corresponding
upgrade option.

 
The upgrade package version must be consistent with the version in the uploaded bin file. Otherwise, the
subsequent OTA fails.

  NOTE  
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4. Start running OTA project.

a. Use the MCUBootUtility tool to download the signed 1064_ali_100.bin to the first slot of the board. The default
location of Slot1 is the flash_offset+0x100000 to flash_offset+0x200000 and the whole slot size is 1 MB.
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b. Run the secure Bootloader.

In SBL project, enter the sbl/target/evkmimxrt1064 path and open env.bat. In the menuconfig interface of Scons,
uncheck Enable single image function to disable single image mode and uncheck Enable mcu isp support to disable
MCU ISP support.

Compile the i.MX RT1064 SBL project and download it to the target board. Now the whole preparation is done.

Insert the Ethernet cable on the development board and press the Reset button to start the project. The serial port
displays The image now in PRIMARY_SLOT slot and Getting IP address from DHCP, indicating that the program
in Slot 1 is running successfully. IPv4 Address: and version:1.0.0 indicate that the network connection is successful
and the version of the current device received by Alibaba Cloud is 1.0.0.
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When uploading the upgrade package, because the upgrade package verification is selected, the verification
operation is required after the current version information is received in the cloud. Go back to the console, click Verify,
fill in the version number that must be upgraded, and select the currently upgraded device.
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After the selection, the serial port displays the upgrade package information. The OTA target version is 1.4.0 and the
size information is also displayed.
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The following print information shows that the download request is sent successfully sent and the download process
is started.
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After the download completes, the following print information is displayed and the system restarts. After the system
restarts successfully, the upgrade package program in Slot 2 starts. The current version information can be seen and
the OTA upgrade is verified in the console.
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5 Summary
This application note introduces the OTA upgrade of Alibaba Cloud on the i.MX RT platform. Although it is only a simple version
number upgrade demonstration, this document introduces the steps to upgrade the firmware of an IOT device based on i.MX
RT. While upgrading the function code of your device, add the OTA upgrade part and Alibaba Cloud IoT platform easily helps to
upgrade the device firmware.

6 Reference
Alibaba Cloud C Link SDK

7 Revision history
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