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1. Introduction

The OTA is used to upgrade the firmware of QN902x over the air.

1.1 Profile Dependencies
This profile requires the Generic Attribute Profile (GATT).

1.2 Conformance
If conformance to this profile is claimed, all capabilities indicated as mandatory
for this profile shall be supported in the specified manner (process-mandatory).
This also applies for all optional and conditional capabilities for which support is
indicated. All mandatory capabilities, and optional and conditional capabilities for
which support is indicated, are subject to verification as part of the Bluetooth
gualification program.

1.3 Bluetooth Specification Release Compatibility
This specification is compatible with any Bluetooth Core Specification that
includes the Generic Attribute Profile (GATT) specification and the Bluetooth Low
Energy Controller specification.

2. Configuration

2.1 Roles

The profile defines two roles: OTA Server and OTA Client.
® The OTA Server shall be a GATT server.
® The OTA Client shall be a GATT client.

2.2 Role/Service Relationships
The Figure 1 shows the relationships between services and the two profile roles.

OTA Client OTA Server

1 OTA Service

Figure 1 Role / Service Relationships.

Note: Profile roles are represented by yellow boxes and services are represented by
orange boxes.

An OTA Server shall instantiates one and only one OTA Service.
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2.3 Concurrency Limitations and Restrictions
There are no concurrency limitations or restrictions for the OTA Client and Server
roles imposed by this profile.
For cases where bonding is supported multiple bonds may be supported, but is
outside the scope of this profile.

2.4 Topology Limitations and Restrictions
The OTA Server shall use the GAP Peripheral role.
The OTA Client shall use the GAP Central role.

2.5 Transport Dependencies
This profile shall operate over an LE transport.

3. OTA Server Role Requirements

The OTA Server shall instantiate one and only one OTA Service.
Table 1 OTA Server Service Requirements
Service Requirement

OTA Service Mandatory

3.1 Incremental OTA Service Requirements
This section describes additional Server requirements beyond those defined in
the OTA Server Service.

3.1.1 Service UUIDs AD Type
While in a GAP Discoverable Mode for initial connection to a Client, the OTA
Server should include the OTA Service UUID defined in Table 1 in the Service
UUIDs AD type field of the advertising data. This enhances the user experience
as a server may be identified by the client before initiating a connection.

3.1.2 Local Name AD Type
For enhanced user experience an OTA Server may include the Local Name in its
Advertising Data or Scan Response data.

3.2 Service Characteristics
The following characteristics are exposed in the OTA Service. Unless otherwise
specified, only one instance of each characteristic is permitted within this service.

UM10993 All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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Table 2 OTA Service characteristics

OTA Service Declaration
(Primary Service)

TX Char. Declaration

TX Char. Value

TX Client Char.

Descriptor

Read None. OxFEES8
M Read None.
M Notify None. uuID*
Configuration M Read None.
TX User Descriptor M Read None.
RX Char. Declaration M Read None.
a . *
RX Char. Value M UTES WHETEILS None. UU,:D
Response

*: The UUID of TX characteristic is 0x003784CFF7E355B46C4C9FD140100A16

**: The UUID of RX characteristic is 0x013784CFF7E355B46C4C9FD140100A16
Notes: Security Permissions of “None” means that this service does not impose any
requirements.

4. OTA Client Role Requirements

The Client shall support the OTA Service.

Table 3 OTA Client Service Reiuirements

OTA Service Mandatory

This section describes the profile procedure requirements for an OTA Client.

Table 4 OTA Client Reﬂuirements

Service Discovery 4.2 Mandatory
- OTA Server Service Discovery 4.2.1 Mandatory
Characteristic Discovery 4.3 Mandatory
- OTA Server Service Characteristic Discovery 43.1 Mandatory
Transmit Command to Server 4.4 Mandatory
Receive Response from Server 4.5 Mandatory

4.1 GATT Sub-Procedure Requirements

Requirements in this section represent a minimum set of requirements for a
Client. Other GATT sub-procedures may be used if supported by both Client and
Server.

Table 5 summarizes additional GATT sub-procedure requirements beyond those
required by all GATT Clients.

Table 5 Additional GATT Sub-Procedure Reiuirements

Discover All Primary Services C1
Discover Primary Services by Service UUID C1
UM10993 All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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4.2

4.2.1

4.3

43.1

43.1.1

4.3.1.2

UM10993

4.4

Discover All Characteristics of a Service C2
Discover Characteristics by UUID Cc2
Discover All Characteristic Descriptors M
Write Characteristic Value M
Notifications M

C1: Mandatory to support at least one of these sub-procedures.
C2: Mandatory to support at least one of these sub-procedures.

Service Discovery

The Client shall perform primary service discovery using either the GATT
Discover All Primary Services sub-procedure or the GATT Discover Primary
Services by Service UUID sub-procedure. Recommended fast connection
parameters and procedures for connection establishment are defined in Section
6.2.2.

OTA Server Service Discovery
The Client shall perform primary service discovery to discover the OTA Server
Service.

Characteristic Discovery
As required by GATT, the Client must be tolerant of additional optional
characteristics in the service records of services used with this profile.

OTA Server Service Characteristic Discovery

The Client shall use either the GATT Discover All Characteristics of a Service
sub-procedure or the GATT Discover Characteristics by UUID sub-procedure to
discover the characteristics of the service.

The Client shall use the GATT Discover All Characteristic Descriptors sub-
procedure to discover the characteristic descriptors described in the following
sections.

TX Characteristic

The TX is relative to the server-side.

The Client shall discover the TX characteristic.

The Client shall discover the Client Characteristic Configuration descriptor of the
TX characteristic.

RX Characteristic
The RX is relative to the server-side.
The Client shall discover the RX characteristic.

Transmit Command to Server

The RX characteristic is used to transmit command from client to server. Its
maximum length is 20 bytes. The RX characteristic is treated as sequence which
is bunched into a large buffer. The buffer is defined in Figure 2:

All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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44.1

4.4.2

4421

4422

UM10993

RX Char. (1) RX Char.(2) |  ceeeee RX Char. (n)
2bytes | 1bytes | Max 256 bytes (1 page) .| 2bytes
h Length' S Cmd " Data ‘CheckSum’

Figure 2 RX characteristic sequence design

Parameter Length and Checksum
The range of checksum and length is from “Command” to “Data”.
The checksum is simply the sum value.

Parameter Command and Data
There are four commands in the OTA profile. The Table 1Table 6 shows those
commands.

Table 6 Transmit command

OTA_CMD_IND_FW_INFO Indicate firmware information 45.2.1
command

0x02 OTA_CMD_IND_FW_DATA Indicate firmware data command 45.2.2

OTA_CMD_REQ_VERIFY_FW Request to verify firmware data 45.2.3

0x01

0x03
command

0x04 OTA_CMD_REQ_EXEC_FW Request to execute new firmware None.
command

OTA_CMD_IND_FW_INFO
The data of this command is shown in Table 7.
Table 7 The data of indicate firmware information command

2bytes 2bytes 2bytes 2bytes 2bytes 2bytes 2bytes

The firmware and firmware2 CRC16 is calculated by the total original firmware.
The CRC16 table is shown in Appendix A.

The Reserved section should be set to 0x00.

When enable the encryption, this packet will be encrypted by AES128.

The command can be transmitted at any time. If the OTA Server reset or
disconnect, only this command can be transmitted.

The response of this command is shown in section 4.5.2.1

OTA_CMD_IND_FW_DATA
The data of this command is shown in Table 8.
Table 8 The data of indicate firmware data command

Max 256 bytes

The firmware data length should be 256 bytes except the last part of the firmware.
This length can make the transmission to reach maximum efficiency.

When enable the encryption, this section will be encrypted by AES128. So the
length of firmware data is must be integer multiple of 16.

All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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4.4.2.3

4.4.2.4

UM10993

4.5

45.1

45.2

The command can only be transmitted when the OTA_CMD_IND_FW_INFO
command is responded by OTA_RSP_SUCCESS. Otherwise, it will be ignored
by OTA Server.

The response of this command is shown in section 4.5.2.2

OTA_CMD_REQ_VERIFY_FW

There is no data section in this command.

The command can only be transmitted when all firmware data is sent, in other
word, the response section “Received firmware data length” value of
OTA_CMD_IND_FW_INFO or OTA_CMD_IND_FW_DATA command is greater
than or equal to the command section “Firmware size” value of
OTA_CMD_IND_FW_INFO command. Otherwise, it will be ignored by OTA
Server.

The response of this command is shown in section 4.5.2.3

OTA_CMD_REQ_EXEC_FW

There is no data section in this command.

The command can only be transmitted when the OTA_CMD_REQ_VERIFY_FW
command is responded by OTA RSP_SUCCESS. Otherwise, it will be ignored
by OTA Server.

There is no response in this command.

Receive Response from Server
The TX characteristic is used to receive response from server by client.
The volume of TX characteristic value is 20 bytes.

< 20 bytes >
TX Char.
_2bytes_| 1lbytes | 1bytes Max 14 bytes 2bytes
< >« |« >«
Length | Cmd | Result Data CheckSum

Figure 3 TX characteristic designs

Parameter Length and Checksum
The range of checksum and length is from “Command” to “Data”.
The checksum is simply the sum value.

Parameter Command, Result and Data
The command response is same as its command which is shown in Table 6.
The result of response is listed in Table 9.

Table 9 Result of response

0x00 OTA_RSP_SUCCESS Process command successfully
0x01 OTA_RSP_PKT_CHECKSUM_ERROR Current packet checksum error
0x02 OTA_RSP_PKT LEN_ERROR Current packet length overflow or

All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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452.1

4.5.2.2

4.5.2.3

UM10993

equalto 0

0x03 OTA_RSP_DEVICE_NOT_SUPPORT_OTA Device don't support OTA

0x04 OTA_RSP_FW_SIZE_ERROR OTA firmware size overflow or equal
to 0

0x05 OTA_RSP_FW_VERIFY_ERROR OTA firmware verify error

Response for OTA_CMD_IND_FW_INFO
The data of this response command is shown in Table 10.

Table 10 the data of indicate firmware information response command

2 bytes

The received firmware data length is indicated that the OTA server has received
how many firmware data successfully. The OTA client can use this information to
resume broken transmission.

Response for OTA_CMD_IND_FW_DATA
The data of this response command is shown in Table 11.

Table 11 the data of indicate firmware data resronse command

2 bytes

The response data is same as section 4.5.2.1

Response for OTA_CMD_REQ_VERIFY_FW
There is no data section in this command.

All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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4.6 Communication Procedure
The OTA communication procedure is shown from Figure 4 to Figure 7.
The Figure 4 is shown the successful OTA procedure, and the other three figures
are shown the abnormal condition. The OTA Client should handle the abnormal

condition.
OTA Client OTA Server
OTA_CMD_IND_FW_INFQ q
OTA RSP SUCCESS
B
OTA_CMD_IND_FW_DATA (1) q
OTA RSP _SUCCESS
<
OTA_CMD_IND_FW_DATA(Z) >
OTA_RSP SUCCESS
< :
OTA_CMD_IND_FW DATA{R) q
OTA_RSP_SUCCESS
<t
OTA_CMD_REQ VERIFY_FW .'.
OTA_RSP_SUCCESS
<t
OTA_CMD_REQ_EXEC_FW
>
OTA Server reset and
execute new firmwire
A
Figure 4 OTA procedure is successful
UM10993 All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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OTA Client OTA Server

Any OTA command >

OTA_RSP_PKT_CHECKSUM_ERROR
or OTA_RSP_PKT_LEN_ERROR

<

Retransmit current packet
or report the error to user

Figure 5 OTA procedure is fail: Packet is error

OTA Client OTA Server

OTA_CMD_IND_FW_INFO >

OTA_RSP_DEVICE_NOT_SUPPORT_OTA
or OTA_RSP_FW_SIZE_ERROR

<

<Report the error to user>

Figure 6 OTA procedure is fail: Device doesn’t support OTA or firmware size error

UM10993 All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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OTA Client OTA Server
OTA_CMD_IND_FW_INFO >
< OTA_RSP_SUCCESS
OTA_CMD_IND_FW_DATA (1) >
4 OTA RSP SUCCESS
OTA_CMD_IND_FW_DATA(2) >
< OTA_RSP_SUCCESS
OTA_CMD_IND_FW_DATA(n) <
< OTA_RSP_SUCCESS
OTA_CMD_REQ_VERIFY_FW >
< OTA_RSP_FW_VERIFY_ERROR
<Rep0rt the error to user>
O O

Figure 7 OTA procedure is fail: Firmware verify fail

4.7 Bit Ordering
The bit ordering used for all parameter shall be little-endian.

5. Security

In order to prevent hacker to attack and protect data security over air, the
communication data should be encrypted. The encryption algorithm is AES128.
The OTA Client should use AES128 decryption algorithm to encrypt and the OTA
Server should use AES128 encryption algorithm to decrypt. And this may be
some mouthful. Both sides should be the same key.

5.1 Encrypt Section
If enable the encryption, the data section of OTA_CMD_IND_FW_INFO and
OTA_CMD_IND_FW_DATA command should be encrypted.

UM10993 All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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5.2 Upgrade File Format

The Figure 8 is shown the upgrade file format. If enable the encryption, the file is
encrypted by this format before do OTA. If the original firmware is not integer
multiple of 16, it should be complemented by the addition of OxFF. The OTA
Client should parse the upgrade file and transmit them through OTA procedure.

OTA_CMD_IND_FW_INFO DATA length| OTA_CMD_IND_FW_INFO DATA | OTA_CMD_IND_FW_DATA DATA

2bytes 16bytes n bytes
Not encrypt, Fix value: 16 Encrypt Encrypt

Figure 8 Upgrade file format

6. Connection Establishment

UM10993

6.1
6.1.1

6.1.2

This section describes the connection establishment used by a Client and Server
in certain scenarios.

OTA Server Connection Establishment

Device Discovery
The Server should use the GAP Limited Discoverable Mode when establishing
an initial connection.

Connection Procedure

This procedure is used for connection establishment when the Server connects
to a Client to which it is not bonded. This may be initiated either through user
interaction or autonomously when the Server has a notification or indication is
pending.

It is recommended that the Server advertises using the parameters in Table 12.
The interval values in the first row are designed to attempt fast connection during
the first 30 seconds; however, if a connection is not established within that time,
the interval values in the second row are designed to reduce power consumption
for devices that continue to advertise.

Table 12 Recommended Advertisinﬁ Interval Values

First 30 seconds (fast connection) Advertising Interval 20 ms to 30 ms
After 30 seconds (reduced power) Advertising Interval 1sto2.5s

The advertising interval and time to perform advertising should be configured
with consideration for user expectations of connection establishment time.

The Server shall accept any valid values for connection interval and connection
latency set by the Client until service discovery and encryption is complete. Only
after that should the Server change to the preferred connection parameters that
best suits its use case.

All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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6.2
6.2.1

6.2.2

OTA Client Connection Establishment

Device Discovery
The Client should use the GAP Limited Discovery Procedure to discover a
Server.

Connection Procedure

This procedure is used for connection establishment when the Client connects to

a Server to which it is not bonded. This may be initiated either through user

interaction or autonomously when a Client requires from a Server.

A Client may use one of the following GAP connection procedures based on its

connectivity requirements:

® General Connection Establishment Procedure. The Client may use this
procedure when it requires upgrading firmware from Servers. This procedure
allows a Client to connect to a Server discovered during a scan without
using the white list.

® Direct Connection Establishment Procedure. The Client may use this
procedure when it requires upgrading firmware from a single Server.

® Auto Connection Establishment Procedure. This procedure will automatically
connect to a Server in the white list.

® Selective Connection Establishment Procedure. The Client may use this
procedure when it requires upgrading firmware from Servers. This procedure
allows a Client to connect to a Server discovered during a scan while using
the white list.

The Client should use the recommended scan interval and scan window values
shown in Table 13. For the first 30 seconds (or optionally continuously for mains
powered devices), the Client should use the first scan window / scan interval pair
to attempt fast connection. However, if a connection is not established within that
time, the Client should switch to one of the other scan window / scan interval
options as defined below to reduce power consumption.

Table 13 Recommended Scan Interval and Scan Window Values

Scan Interval 30ms to 60ms
First 30 ds (fast ti
irs seconds (fast connection) Scan Window 30ms
) Scan Interval 1.28s
After 30 seconds (reduced power) - Option 1 Scan Window 11.25ms
Scan Interval 2.56s
After 30 d duced - Option 2
er 30 seconds (reduced power) - Option Scan Window 11.25ms

6.2.3 Connection Interval

To avoid very long service discovery and upgrade times, the OTA Client should use
the connection intervals defined in
Table 14 in the connection request.

Table 14 Recommended Connection Interval Values

Minimum Connection Interval 18.75 ms

All information provided in this document is subject to legal disclaimers. © NXP Semiconductors N.V. 2018. All rights reserved.
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Maximum Connection Interval

30 ms

At any time a lower latency is required, for example to perform key refresh or
encryption setup, this should be preceded with a connection parameter update to
the minimum and maximum connection interval values defined in
Table 14 and a connection latency of zero. This fast connection interval should be
maintained as long as low latency is required. The Server doesn’t use the GAP

Connection Parameter Update procedure to update the connection interval.

7. Appendix A: CRC16 table

UM10993

const uintl6_t crcl6_table[256] =

{
0x0000L ,
OX70E7L,
ox8108L,
OXF1EFL,
ox1231L,
0x62D6L,
0x9339L,
OXE3DEL,
ox2462L,
0x5485L,
OXAS6AL,
@xD58DL,
@x3653L,
Ox46B4L,
@xB75BL,
@xC7BCL,
ox48CAL,
ox3823L,
@xC9CCL,
@xB92BL,
OX5AFSL,
Ox2A12L,
OxDBFDL,
OXAB1AL,
OX6CA6L,
ox1C41L,
OXEDAEL,
0x9D49L,
OX7E97L,
OXPE70L,
OXFFOFL,
Ox8F78L,
0x9188L,
OXE16FL,
0x1080L,
Ox6067L,
@x83BIL,
OxF35EL,
0x02B1L,
@x7256L,
OXB5EAL,

0x1021L, Ox2042L, 0x3063L,

©x9129L, OxA14AL, OxB16BL,

0x0210L, Ox3273L, 0x2252L,

0x8318L, ©OxB37BL, OxA35AL,

0x3443L, 0x0420L, ox1401L,

OxB54BL, Ox8528L, ©x9509L,

0x2672L, ©0x1611L, ©x0630L,

OXA77AL, ©x9719L, ©x8738L,

Ox58E5L, Ox6886L, Ox78A7L,

OXD9EDL, OXE98EL, OXFOAFL,

Ox4AD4L, Ox7AB7L, Ox6A96L,

OxCBDCL, ©OxFBBFL, OxEBSEL,

Ox7C87L, Ox4CE4L, Ox5CC5L,

OxFD8FL, ©OxCDECL, oxDDCDL,

OX6EB6L, OXSED5L, OX4EF4L,

OXEFBEL, ©xDFDDL, ©xCFFCL,

Ox81A9L, OxB1CAL, OXA1EBL,

OX00A1L, ©x30C2L, Ox20E3L,

0x9398L, OxA3FBL, ©xB3DAL,

0x1290L, Ox22F3L, ©x32D2L,

OXA5CBL, ©x95A8L, ©x8589L,

0x4084L ,
oxC18CL,
@x52B5L,
@xD3BDL,
OX64E6L,
OXESEEL,
@x76D7L,
OxF7DFL,
ox0840L,
0x8948L,
Ox1A71L,
Ox9B79L,
ox2C22L,
OXAD2AL,
Ox3E13L,
OxBF1BL,
exD1ecL,
Ox5004L ,
@xC33DL,
Ox4235L,

OXF56EL,

All information provided in this document is subject to legal disclaimers.

OX50A5L,
OxD1ADL,
Ox4294L,
OxC39CL,
Ox74C7L,
OXF5CFL,
OX66F6L,
OXE7FEL,
ox1861L,
@x9969L,
OxOASOL,
Ox8B58L,
@x3C03L,
OxBDOBL,
Ox2E32L,
OXAF3AL,
@xC12DL,
0x4025L,
@xD31CL,
0x5214L,

OXE54FL,

Px60C6L,
OxE1CEL,
Ox72F7L,
OxF3FFL,
Ox44A4L,
OxC5ACL,
Ox5695L,
©xD79DL,
0x2802L,
OXA9PAL ,
Ox3A33L,
OxBB3BL,
Ox0C60L ,
Ox8D68L,
Ox1E51L,
OX9F59L,
OxF14EL,
Ox7046L,
OxE37FL,
Ox6277L,

@xD52CL,
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@xC5eDL,

Ox34E2L, Ox24C3L, Ox14A0L, 0x0481L, Ox7466L, Ox6447L, Ox5424L,
0x4405L,

OXA7DBL, OXB7FAL, ©x8799L, ©x97B8L, OXE75FL, OxF77EL, ©xC71DL,
@xD73CL,

Ox26D3L, Ox36F2L, 0x0691L, Ox16BOL, Ox6657L, Ox7676L, Ox4615L,
0x5634L,

@xD94CL, OXC96DL, OXFIOEL, OXE92FL, ©x99C8L, OX89EIL, OXB9SAL,
OXA9ABL,

0x5844L, Ox4865L, Ox7806L, Ox6827L, Ox18COL, OxO8E1L, Ox3882L,
Ox28A3L,

@xCB7DL, OXDB5CL, OXEB3FL, OXFB1EL, Ox8BF9IL, ©x9BDSL, OxABBBL,
OXBB9AL,

Ox4A75L, Ox5A54L, OXx6A37L, Ox7A16L, OxOAF1L, Ox1ADOL, Ox2AB3L,
Ox3A92L,

OXFD2EL, OXEDOFL, ©XxDD6CL, OxCDADL, OxBDAAL, OxADSBL, Ox9DESL,
@x8DCIL,

@x7C26L, Ox6CO7L, Ox5C64L, Ox4C45L, Ox3CA2L, Ox2C83L, Ox1CEOL,
@x0CCl1L,

OXEF1FL, OXFF3EL, OXCF5DL, OxXDF7CL, OxAF9BL, OxBFBAL, Ox8FDIL,
OX9FF8L,

OX6E17L, OX7E36L, Ox4E55L, Ox5E74L, Ox2E93L, Ox3EB2L, OXOEDIL,
Ox1EFeL,

s
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8.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

8.2 Disclaimers

Limited warranty and liability — Information in this document is believed to
be accurate and reliable. However, NXP Semiconductors does not give any
representations or warranties, expressed or implied, as to the accuracy or
completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal or
replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to make
changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their applications
and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine

UM10993
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whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default in the
customer’s applications or products, or the application or use by customer’s
third party customer(s). Customer is responsible for doing all necessary
testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications and
the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Translations — A non-English (translated) version of a document is for
reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of non-
infringement, merchantability and fitness for a particular purpose. The entire
risk as to the quality, or arising out of the use or performance, of this product
remains with customer.

In no event shall NXP Semiconductors, its affiliates or their suppliers be
liable to customer for any special, indirect, consequential, punitive or
incidental damages (including without limitation damages for loss of
business, business interruption, loss of use, loss of data or information, and
the like) arising out the use of or inability to use the product, whether or not
based on tort (including negligence), strict liability, breach of contract, breach
of warranty or any other theory, even if advised of the possibility of such
damages.

Notwithstanding any damages that customer might incur for any reason
whatsoever (including without limitation, all damages referenced above and
all direct or general damages), the entire liability of NXP Semiconductors, its
affiliates and their suppliers and customer’s exclusive remedy for all of the
foregoing shall be limited to actual damages incurred by customer based on
reasonable reliance up to the greater of the amount actually paid by
customer for the product or five dollars (US$5.00). The foregoing limitations,
exclusions and disclaimers shall apply to the maximum extent permitted by
applicable law, even if any remedy fails of its essential purpose.

8.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are property of their respective owners.
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